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Cl’eating a Digital ID &4 Digital ID and Trusted Certificate Settings

r .
© | Digital IDs ¥l AddlD‘|/ P Y Refresh @

Roaming ID Account ~ Name Issuer Storage Mechanism

Step 1 - In Acrobat, click the Edit menu and
choose Preferences > Signatures

Digital ID Files
Windows Digital IDs

PKCS#11 Modules ar

On the right, click More for Identities & Trust-
ed Certificates

Trusted Certificates
Manage My Digital IDs

This is a list of the digital IDs that are available for your use on this computer. Digital IDs are
8+4 C 5 fele private and should not be shared. They are used when you create a digital signature or when
Select Digital IDs on the left, and then click T et o T e e o o e o G
the Add ID butto Each digital ID has a ponding public certd which contains identifving information
about you and which you can share with others. This certificate is used by others to encrypt
documents for you, or to validate your digital signatures. Select one of the entries above and
click Certificate Details to view information from your certificate. Use Export to share your
certificate with others.

Note - Digital ID creation is required to prior to
: Use Ser Default to set or clear which digital ID is used by default when you sign or encrypt

Q] 0 ~ 71 1 “Certified”’ Sion- o
blglllllg a a()cun]erlt W 1t]:1 a C"ltltl"d blgﬁatlll(, documents. Use Add ID to add a new digital ID or to find an existing digital ID and add it to this

view. Use Remove ID to pe ntly remove a d ID from this kist and wherever it is

JAdd Digital ID

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID is sent to others so that they can verify your signature. Add or create a digital ID using:

O My existing digital ID from:
A file

A roaming digital ID accessed via a server

Step 2 - Select the option A New Digital ID I A device connected to this computer

Want To Create Now, and click Next @ SPoI 1D I visat v reste nowl

Cancel

ep e D Add Digital ID s

Where would you like to store your self-signed digital ID?

e H Digita D c @ New PKCS#12 digital ID file

= Creates a new password protected digital ID file that uses the standard PKCS=12 format
This common digital ID file format is supported by most security software applications,
including major web browsers. PKCS#12 files have a .pfx or .p12 file extension.

(O Windows Certificate Store

d ID Your digital ID will be stored in the Windows Cestificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows login.

Cancel < Back Next >
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Step 4 - Entering your identity information

Add Digital ID

Type in your name, email address, and the other

Enter your identity information to be used when generating the self-signed certificate.

information fields. Name (e.g. John Smith): [John Doe

Organizational Unit: [Sales

Select a Key Algorithm option. The 2048-bit

Organization Name: [Sales and Marketing Inc.

RSA is more secure however the 1024-bit RSA is Email Address: [doe@zalesandmarketinginc.com

. . Country/Region: S - UNITED STATES
morte universally compatible. CountyfRegiom: 2T
Key Algorithm: | 2048-bit RSA

Choose “Digital Signatures and Data Encryption” Use digital D for: [ Digital Signatures and Data Encryption

from the Use Digital ID for, then click Next.

Note - The name entered here will be the name

that appears upon signing a document.

Step 5 - Create a password

Add Digital ID

Enter a file location and password for your new digital ID file. You will need the password when
you use the digital ID to sign or decrypt documents. You should make a note of the file location
50 that you can copy this file for backup or other purposes. You can later change options for this

pe in a Password of your choice, there is a me- fike using the Security Settings dislog.

ter to evaluate the strength of your password. File Name:

F, #\AppData\Roaming\Adobe\Acrobat\DC\Security\JohnDoe.pfx
Confirm Password in the next field

Password:
Your Digital ID file will be stored in the default I
location indicated in the File Name. To change L

Confirm Password:

the file location select Browse.

Click Finish.

@8 Digital ID and Trusted Certificate Settings

Digital IDs ¥4 AddID ¥ Usage Options ~ | Centificate Details o Export ¥ Refresh () Remove D

Roaming ID Account Name Issuer Storage Mechanism

Digital ID Files

Windows Digital IDs

Your Digital ID is now created!

PKCS=11 Modules ar
if
You now have the option to sign PDF documents e
John Doe
Sales and Marketing Inc.
Issued by: John Doe
Sales and Marketing Inc.
Valid from: 2017/06/23 15:32:02 +05'30'
Valid to: 2022/06/23 15:32:02 +05'30'
Intended usage: Digital Signature, Encrypt Document, Key Agreement

with a Certificate Based Signature.
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Adding a Digital
Certified
Signature to your
Documents

Step 1 - In the right
pane of your open PDF
document select

Mote Tools.

Step 3 - On the

0 View Window e

Certificates tool LR
w8 Qoo
Cerificates [Rrnesamy ¢l

bar, click on
the

Digitally Sign
Tool.

Note - An
Adobe Acrobat
window will
open. Read
then click OK.

Fill & Sign

Export PDF
Organize Pages
Send for Comments

Comment

i Scan & OCR

Protect

POF Documert  x

More Tools

ROA

A oo 48

PDF Document

Step 2 - Scroll down
to the Forms &
Signatures group then
select Certificates.
This will add the
certificates icon to the
right pane tool bar
and open a certificates
menu.

Step 4 - Click and
drag your mouse
to draw a window
box on your
document in the
location you want
your signature to
appear. Be sure
the box size allows
a legible signature.

Forms & Signatures

A B & |4

Fill & Sign Prepare Form Adobe Sign Certficates

w8 [+ Ik e

e  Tools POF Documert  x

ﬁ(pB@\\\ © 1 n k@ B v

// [?)Txmc Stamp ("5 V

Step 5 - On the Sign with a Digital ID window,

choose from the following options. . :
&P Step 6 - On the Sign as “User Name” window, enter your

If have already created a Digital 1D, select your Digital ID password, then click Sign.

existing Digital ID an click Continue.

To create one, click Configure New Digital ID and

follow the instructions.

Sign as "User Name™ >

Digitally signed
by User Name
Date: 2020.03.23
23:31:04 -05'00°

View Certificate Details

Appearance  Standard Text

User
Name

O Lock document after signing

Sign with a Digital ID

Choose the Digital ID that you want to use for signing:

® ( Configure New Digital ID ) ( Cancel )

Review document content that may affect signing

IMPORTANT! - Once your Other Support document has the required “non- typed” signature, your document
must be “Flattened” per NIH guidance. Click HERE for reference.



https://grants.nih.gov/faqs#/other-support-and-foreign-components.htm
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Step 1 - With your PDF document open, Step 2 - Select Adobe PDF from the
click File in the top left. Printer drop down menu.

Next, from the drop down menu, click Next, click Print.

the Print function.
When promted, select the destination on
your computer where you want to save the

Flattened PDF file, then click Save.

E‘- E-Sign Window Help
[ Qpen... Ctrl+O You now have a Flattened PDF file!

f_?} Create

Save Ctrl+5S

Save As... Shift+Ctrl+5

I Adobe PDF V|| PrQperties Advanced

Copie®» = L] Print in grayscale (black and white) [[]Save ink/toner (0}

. 100%
Pages to Print Scale: 100%

Save as Other C:
@Al O Current OPages  |1-7 85x 11Inches

» More Options

xport To Page Sizing & Handiing ()
Size Poster Multiple Booklet
OFit O Actual size
® Shrink oversized pages (O Custom Scale: 100 %
[ Choose paper source by PDF page size

Orientation:

: +
Close File Ctrl+W ® Auto O Portrait (O Landscape

Properties... Ctri+D Comments & Forms

Document and Markups v | Summarize Comments » '
= Print.. Ctrl+P Page o7
-

Page Setup... Cancel




